
 EXHIBIT 1 – GENERAL TERMS AND CONDITIONS

1. Scope
1.1. These  general  terms  and  conditions

(hereinafter: “Terms”) apply to, and form an
integral part of, all quotes, offers, proposals,
orders and agreements related to the supply
of any products and services by Company.
Any terms and conditions  of Customer do
not  apply,  notwithstanding  any  provision
contained  therein  that  provide  otherwise.
Any deviations of these Terms do not apply
unless Company accepted these explicitly in
a  signed  agreement.  By  placing  an  order,
Customer accepts these Terms.

1.2. Unless  otherwise  stated,  Company’s  offers
are valid for a period of 30 days as from the
offer’s date.

1.3. In these Terms, Company and Customer are
referred  to  individually  as  a  “Party”  and
jointly as “the Parties”.

2. Structure
2.1. If there is a conflict between or among the

documents  comprising  the  Agreement,  the
following  order  of  precedence  applies  (in
the following descending order, the former
listed prevailing over the latter):
a. Exhibit  5  –  Data  Processing

Agreement;
b. Annex 1 – Information Security and

Annex  2  –  Switching  and  Exit  of
Exhibit 1;

c. Exhibit  1  –  General  terms  and
conditions;

d. all  other  Exhibits,  schedules  or
appendices;

provided, however, that an Exhibit or other
subsequently-executed  document  may
amend  or  override  normally  prevailing
terms and conditions of the Agreement only
if  (and  to  the  extent  that)  the  document
specifically identifies the  provisions of  the
Agreement that the document is intended to
amend or override and the executed version
of  the document has been approved by an
authorised representative of each Party. 

3. Definitions

 Affiliate: means with respect to either Party,
(i)  any  company  or  legal  entity  which
controls  either  directly  or  indirectly  such
Party,  or  (ii)  any  company  controlled  by
such Party, or (iii) any company holding a
controlling interest in such Party at any time

during  the  term  of  this  Agreement  by
owning  a  majority  of  voting  stocks  or  by
exercising  control  otherwise  than  through
shareholding.

 Agreement: the Purchase Order Form, these
Terms,  other  Exhibits  or  any  documents
added thereto or referred to therein.

 Business Day: all days of the week, except
for Saturdays, Sundays and official Belgian
holidays.

 Confidential  Information:  any
information,  data,  materials  or  knowledge
kept in whatever form (whether on paper or
transmitted  or  stored  electronically)
belonging  to,  concerning  or  under  the
control of one of the Parties (the “Disclosing
Party”) which is made available or disclosed
to the other Party (the “Receiving Party”) in
connection with this Agreement and which
is commercially proprietary, sensitive, non-
public or confidential by nature, whether or
not explicitly indicated as such  by one of
the  Parties.  Information  that  in  any  case
shall be considered as confidential: (i) trade
secrets,  (ii)  technical  details  (including
protocols and software,  both in  source and
object  code  as  well  as  non-public
documentation) of, and knowhow about any
technical  processes,  the  Platform,  the  web
interfaces  and  application  programming
interfaces  (“APIs”),  (iii)  all  data  of
Customer  processed  with  or  through  the
Platform  insofar  it  can  be  linked  to
Customer by a third party, (iv) information
regarding business operations and strategies,
(v) the contents of this Agreement and (vi)
any  promotions  offered  by  Company  to
Customer.  Information  which  shall  not  be
considered as confidential: any information
for  which  the  Receiving  Party  can
demonstrate that (i) it was in the possession
of,  or  was  rightfully  known  by,  the
Receiving  Party  without  an  obligation  to
maintain its  confidentiality  prior  to  receipt
from the  Disclosing Party;  (ii)  was or  has
become  generally  available  to  the  public
other  than as  a  result  of  disclosure by the
Receiving  Party  or  its  agents;  (iii)  after
disclosure  to  the  Receiving  Party,  was



received  from  a  third  party  who,  to  the
Receiving Party’s knowledge, had a lawful
right  to  disclose  such  information  to  the
Receiving  Party  without  any  obligation  to
restrict its further use or disclosure; (iv) was
independently  developed  by  the  Receiving
Party  without  use  of  or  reference  to  any
Confidential  Information of  the  Disclosing
Party;  or  (v)  that  the Disclosing Party  has
disclosed  to  unaffiliated  third  parties
without similar restrictions.

 Company Data:  any data and information
which is the result from Customer’s use of
the  Services  or  Products,  and  as  such  are
made accessible to the Customer as part of
the  Services,  but  which  are  not  Customer
Data.

 Customer  Data:  (i)  any  data  and
information which Customer uploads to one
or more Services; or (ii) any raw and pre-
processed  digital  information  originating
from, or captured by, the on-board sensors,
control  units,  embedded  software,
connectivity  devices  or  other  electronic
systems of Products which is created solely
due to Customer’s use of a Product; or (iii)
data  representing  the  digitisation  of  the
Customer’s or Customer’s Users’ actions or
of  events  related  to  the  Products  and
generated by Customer’s use of one or more
Services; and which cannot be construed as
a  trade  secret  of,  or  encumbered  by
Intellectual  Property  Rights  owned  by,
Company or any of Company’s Affiliates.

 Cyber Resilience Act or  CRA: Regulation
(EU) 2024/2847 on horizontal cybersecurity
requirements  for  products  with  digital
elements.

 Data Act: EU Regulation 2023/2854 of 13
December 2023 on harmonised rules on fair
access to and use of data.

 Data Protection Legislation: General Data
Protection Regulation (EU) 2016/679 on the
protection of natural persons with regard to
the processing of personal data and on the
free  movement of  such data  (“GDPR”)  as
well  as  all  applicable  national  executing
laws and regulations thereof.

 Data Services: the Services related to data
analytics,  platform  administration  and
device management and APIs.

 Defect:  any  material  non-conformity  of  a
product  or  service  with  the  agreed  or
warranted specifications of  that  product or
service,  having  a  negative  impact  on  the
warranted  functionality  or  performance
thereof. 

 Digital  Services  Act  or DSA:  EU
Regulation  2022/2065 on  a  Single  Market
for Digital Services.

 Edge  Device:  a  piece  of  hardware  which
must be plugged into Customer’s Equipment
and which allows the Equipment to connect
to  the  Platform  through  a  network
connection.

 Effective Date: the date of the last signature
of  the  Agreement,  unless explicitly  agreed
otherwise. 

 Equipment:  the  equipment  owned,  leased
or otherwise contracted by Customer that is
the subject of tracking through the Services. 

 Force  Majeure  Event:  Circumstances
beyond the control of a Party and that could
not reasonably have been foreseen and that
prevent  the total  or  partial  performance of
any obligation under (i)  the Agreement,  or
(ii)  any  agreement  or  document  further
thereto,  or  that  fundamentally  alter  the
financial burden to perform the obligations
under  this  Agreement,  such  as  without
limitation,  natural  disasters,  war,  terrorist
attacks,  civil  war,  insurrection  or  riot,
boycott  or  embargo, fire,  flood,  explosion,
earthquake,  electrical  disconnection  as  a
result of any of the above events, strikes or
labour disputes causing cessation, slowdown
or  interruption  of  work,  national
emergencies, interruption of utilities such as
telecommunications,  acts  or  omissions  of
any  governmental  authority  or  agency  or
inability  to  procure  equipment,  data  or
materials from suppliers. 

 Intellectual  Property  Rights:  all  brands,
logos,  trademarks,  service  marks,  internet
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domain names, models and designs, patents,
copyrights  (including  all  rights  relating  to
software) and moral rights, rights relating to
databases,  ,  software,  knowhow, and other
rights,  as  well  as  all  other  industrial  and
intellectual rights,  in any case independent
from  whether  or  not  they  have  been
registered  and  with  the  inclusion  of
registration  applications  as  well  as  all
equivalent  rights  or  means  of  protection
leading to a similar result anywhere in the
world.

 Mobile Data Subscription:  a  subscription
for a mobile data connection to the mobile
network of the Telecommunication Partner
with which data collected from Customer’s
Equipment  can  be  transferred  to  the
Platform over the air using radio signals.

 Platform:  the  online  software  platform
accessible  through  a  web  interface  and/or
application  programming interface  (“API”)
which allows the delivery of digital services
such  as  the  management,  positioning,
scheduling,  diagnosis,  analysis,  service,
maintenance  and  follow-up  of  Equipment
and use thereof. A more detailed description
of the functionalities of the Platform can be
found in the documentation made available
by Company upon request.

 Platform Services:  the  Services  related to
providing access to, and allowing the use of,
the Platform.

 Product:  the  Edge  Device  and  any  other
hardware  sold  or  otherwise  provided  by
Company  to  Customer  which  creates  or
generates Customer Data.

 Service  Level  Agreement:  the  agreement
included  in  Exhibit  3  which  set  outs  the
levels of service aimed by Company.

 Services: the services to be provided under
the  Agreement  as  described  in  Exhibit  2,
including  the  Platform  Services,  Data
Services, the Mobile Data Subscription and
any  additional  services  specified  in  the
Purchase Order Form.

 Specifications:  the  technical  requirements,
characteristics and properties relating to the
Services and Products as made available by
Company  in  its  documentation,  operating
manuals or websites.

 Staff  Member:  an  employee,  director,
manager or independent contractor engaged
by a Party.

 Start Date: the date on which Company, as
per the Agreement, will start providing the
Services to Customer.

 Telecommunication  Partner:  an  operator
of a telecommunication network with whom
Company  has  made  the  necessary
contractual  agreements  to  allow  the  Edge
Devices  to  connect  with  the  operator’s
network and transmit data from Customer’s
equipment to the Platform.

 User:  each natural  or  legal  person who is
authorized by Customer to use the Platform
in accordance with terms and conditions of
the Agreement.

 Website: Company’s website, which can be
found here www.gemone.com, detailing the
specifications of the Services and the Edge
Device.

4. Provision of Services
4.1. Company will provide the Services from the

Start  Date  onwards.  Customer
acknowledges and agrees that  the Services
can only  be provided if  Customer:  (a)  has
the  required  hardware;  and  (b)  has  a
working  internet  connection,  which  allows
its  Equipment  to  be  connected  to  the
Platform. 

4.2. Company shall do its utmost to perform the
Services  with  reasonable  care  and
judgement in material  accordance with  the
Agreement.  Nevertheless,  Company  may,
without being held to any compensation but
subject  to  prior  notice  to  Customer  for
planned  downtimes  pursuant  to  Exhibit  3,
proceed with an interruption of the Services
for the purpose of maintaining or improving
them,  or  where  according  to  Company,
suspension of  the  Services  will  prevent or
usefully  inhibit  any  sufficiently  serious
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threat  to  the  confidentiality,  integrity  or
availability of the Services.

4.3. Notwithstanding any other provisions of this
Agreement, Company may make changes to
the manner of  its  delivery of the Services,
Platform,  standards,  operating  procedures,
accessibility periods, allocation and quantity
of system resources used and administrative
and  operational  methods,  systems  or
algorithms,  provided,  however,  that
Company will  implement  such changes so
as not to materially and adversely affect the
Services.  Customer  acknowledges  that  the
Services are a recent offering of Company,
that  may evolve  and may require  changes
that  are  unavoidable.  Insofar  reasonably
possible, changes will not cause an increase
to the fees and charges set forth in Exhibit 3.
In  case  of  an  increase  to  the  fees  and/or
charges, Customer will be notified and will
be  entitled  to  terminate  the  Agreement  on
one month’s notice. 

5. The Edge Device and other Products
5.1. Customer can purchase an Edge Device that

allows  a  data  connection  to  be  made
between  the  Equipment  and  the  Platform
which  in  turn  allows  the  Services  to  be
provided.  The  Edge  Device  is  sold  to
Customer solely for this purpose. Depending
on the type of Edge Device and Customer’s
choice, an Edge Device may or may not be
equipped  with  a  subscriber  identification
module (“SIM”) card.

5.2. It  is  Customer’s  responsibility  to  assess,
based on the documentation made available
by Company through the Website, whether
its equipment is compatible with a Product.
By purchasing a Product,  Customer agrees
and confirms that Company has provided all
information required for Customer to assess
the  specifications  of  the  Product,  the
functionalities  it  provides  and  the
compatibility  of  the  Product  with
Customer’s equipment. 

5.3. The  Edge  Device  is  manufactured  by  an
original equipment manufacturer (“OEM”).
Company  has  no  control  over  the
components and firmware used by the OEM
in  the  Edge  Device.  Customer  therefore
understands  and  agrees  that  components
used  in  the  design  of  Company’s  Edge
Devices as well as its firmware may change
over time. If Company is the manufacturer

of a Product, such will be clearly indicated
in  accordance  with  applicable  product
legislation.

5.4. Products  are  provided  “as  is”  and  “as
available”.  The  Edge  Device  and  other
Products  sold  by  Company  are  essentially
technologically  advanced products  that  are
dependent  on  software.  Flawless  operation
of  software  at  all  times  and  in  all
circumstances  cannot  be  guaranteed.
Technological  changes  introduced  by  for
instance telecom companies, security events,
market  conditions  and  other  factors  may
require that the hardware and/or firmware of
the  Edge  Device  are  changed,  updated
and/or upgraded from time to time. Without
prejudice to Article  28.4 to  28.7, Customer
agrees that the OEM and/or Company shall
be  entitled to release firmware updates for
the Edge Device from time to time, at their
own  discretion.  The  hardware  of  an
individual Edge Device cannot be upgraded,
however.  Company  warrants  backwards
compatibility  of  the  original  (i.e.  as
available at the moment of execution of the
Agreement)  functionalities  of  its  Platform
with the  hardware of  a  specific version of
the  Edge  Device  or  other  compatible
Products for a period of 5 years.

5.5. The  price  of  the  Products,  the  fees
associated  with  installing  a  Product  in
Customer’s  equipment  and  the  fees  for
replacing a Product outside of any warranty
provided under this Agreement are set forth
in  the  Purchase  Order  Form.  Title  to  a
Product  shall  pass  from  Company  to
Customer  upon  receipt  of  payment  of  all
amounts  due  as  per  the  relevant  Purchase
Order  Form. Customer shall  not  encumber
any of the Products under retention of title
with any real rights nor modify the Products
in any way. 

5.6. Parties shall agree on the place and time of
delivery  of  a  Product,  the  amount  of
Products  ordered,  whether  or  not  Products
will be installed by Company and the total
price payable for an order of Products and
Services  in  a  Purchase  Order  Form.  If
nothing has been specified in the Purchase
Order Form, Products will be delivered Ex
Works.

5.7. If Customer requests Company to install the
Products,  Parties  will  agree  on  the
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appropriate  time  and  place  for  such
installation.  Customer  shall  provide
Company’s Staff Members with a safe and
secure working environment as well as the
necessary  authorizations  and  access  to
premises  and  equipment  to  perform  the
installation services. 

5.8. Customer shall  have  thirty  (30)  days  after
the  date  of  delivery,  or  after  the  date  of
installation if Company installs the Product
in  Customer’s  equipment,  to  inspect  the
delivered  Product.  If  no  notification  of  a
defect  or  flaw  has  been  received  by
Company within that  time, Customer shall
have  accepted  the  Product  and,  where
applicable, the installation thereof. Without
prejudice to Article  5.9, any defect or flaw
reported after  such time shall  be remedied
by  Company  after  Parties  agree  on  a
reasonable  compensation  for  such remedy.
Customer  shall  in  any  case  work  together
with  Company  in  good  faith  towards
acceptance.  The  acceptance  shall  always
cover all perceivable Defects of the Product.
Payment  of  an  invoice  pertaining  to  a
Product  after  the  delivery  of  that  Product
shall always confirm the acceptance of the
delivered Product.

5.9. Customer  agrees  that  the  warranty  with
regard to any Defect in a Product shall be
limited to the warranty that the OEM grants
Company.  Unless  stated  otherwise  by  the
OEM, the  warranty  period  extends  to  one
(1) year for latent Defects. 

5.10. The Customer acknowledges that the repair
of  (a) defective Edge Device(s) is a costly
remedy and consequently the warranty shall
be limited to a replacement of the defective
Edge Device. The defective Edge Device(s)
will be returned by the Customer as will be
agreed with the Company. 

5.11. Unless  Company  has  made  an  attributable
error  in  the  installation  of  a  Product  in
Customer’s  equipment,  Customer  shall
compensate  Company  for  the  costs  and
expenses associated with the transportation
and  the  work  performed  for  replacing  the
component. In  case  of  a  general  product
recall,  Customer  will  assist  Company
insofar  reasonable  in  order  to  prevent  or
mitigate any damage or costs involved.

5.12. Subject to Article  15.1, Company does not
warrant  that  Customer’s  intended use of  a

Product  complies  with  any  applicable
provisions of mandatory law. 

6. Mobile Data Subscription
6.1. Customer  understands  that  the  Services

cannot  be  provided  without  a  working
internet connection. For each Edge Device,
Customer  therefore  has  the  possibility  to
procure  a  Mobile  Data  Subscription  from
Company,  which  includes  a  SIM  card  if
required for  the Mobile  Data Subscription.
The  fees  and  charges  associated  with  the
Mobile  Data  Subscription  are  included  in
the overall fee for the Services. 

6.2. Even  when Customer  procures  the  Mobile
Data  Subscription  from  Company,  Parties
acknowledge and agree that the underlying
telecommunication services are provided by
the  Telecommunication  Partner.  The
Telecommunication  Partner’s  terms  and
conditions  governing  the  underlying
telecommunication  services  apply  to
Customer’s  use  of  the  Mobile  Data
Subscription.  These  terms  and  conditions
are included in this Agreement by explicit
reference,  but  only  where  it  concerns
Customer’s  use  of  the  Mobile  Data
Subscription. Customer understands that the
SIM card integrated in the Edge Device is
and  remains  the  property  of  the
Telecommunication  Partner  at  all  times.
Customer is only granted a limited right to
use the  SIM card  for  the  provision  of  the
Mobile Data Subscription.

6.3. Customer  shall  be  held  liable  for  any
infringement  of  the  Telecommunication
Partner’s terms and conditions and agrees to
defend,  indemnify  and  hold  Company
harmless against  all  claims brought by the
Telecommunication  Partner  against
Company  for  damages  caused  by  such
infringements.

7. Onward sale of a Product
7.1. When Customer sells  a  Product to another

customer  or  rents  such  Product  in  the
context  of  long-term  rental  to  another
customer,  Customer  (a)  shall  immediately
inform the other customer of the Product’s
capabilities to generate Customer Data and
Company  Data  and  (b)  shall  inform
Company of the sale or long-term rental and
shall provide the contact details of the buyer
or  long-term  renter,  allowing  Company  to
take  the  necessary  arrangements  with  the
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buyer  or  long-term  renter  related  to  the
Customer  Data  and  the  Company  Data.
Customer  shall  indemnify  and  hold
Company harmless for any damages, claims
or actions brought by the third-party buyer
or  renter against  Company for violation of
Company’s obligations under the Data Act,
GDPR  and  other  related  legislation  when
such  violation  is  the  direct  result  of
Customer not having informed Company of
the sale or long-term rental of the Product.
In  no  event  shall  Customer  be  allowed to
transfer Customer’s own access credentials
and Customer accounts to the new customer.

8. Customer and Company Data
8.1. Use of the Services and Products will lead to

the  generation  and  collection  of  Customer
Data. 

8.2. Customer  understands  and  accepts  that
Company and its Affiliates shall be allowed
to  use,  and  allow  its  Company-appointed
distributors and dealers to use, the Customer
Data for the following purposes:
a. performing  any  agreement  with

Customer or activities related to such
agreements,  such as  the issuance of
invoices,  the  generation  and
provisions  of  reports  or  analyses,
financial  projections,  impact
assessments, etc.;

b. protect  Company’s  interests  or
claims  in  legal  proceedings  or
alternative  dispute  resolution
mechanisms;

c. comply  with  applicable  laws  and
regulations  or  with  a  valid  request
from  a  competent  supervisory,
judicial or other authority;

d. providing  support,  warranty,
guarantee  or  similar  services  or  to
assess  Customer’s,  Company’s,
Company’s Affiliates’ or third-party
claims  related  to  the  Products  or
Services;

e. monitoring  and  maintaining  the
functioning,  safety  and  security  of
the  products  and  services  sold,
marketed  or  otherwise
commercialized by Company and its
Affiliates  and  ensuring  quality
control;

f. improving  the  functioning  of  any
products  and  services  offered  by

Company or its Affiliates;
g. developing  new  products  and

services,  including  artificial
intelligence  solutions,  by  Company,
its Affiliates or third parties acting on
behalf of Company, in collaboration
with other parties or through special
purpose  companies  (such  as  joint
ventures); and

h. aggregating the Customer Data with
other  data  or  to  create  aggregated,
inferred or derived data, resulting in
such data no longer being Customer
Data,  for  any  lawful  purpose,
including with the aim of selling or
otherwise  making  available  such
aggregated,  inferred or  derived data
to  third  parties,  provided  such  data
does not allow for Customer-specific
data  transmitted  to  Company  from
the  Products  or  Services  to  be
identified,  or  allow a  third  party  to
derive  such  Customer-specific  data
from datasets.

Customer  understands  and  agrees  that  the
above limitation of purposes shall not apply
to Company Data. When entering into this
Agreement,  Customer  understands  and
agrees  that  Customer  will  hold  Company
and its  Affiliates harmless from any  claim
brought  against  Company,  its  Affiliates  or
suppliers, contractors or sub-contractors for
the  aforementioned  use  of  the  Customer
Data.

8.3. Where the Customer Data should qualify as
personal  data  under  the  applicable  data
protection legislation, the provisions of the
previous clause shall not apply and (i) where
Company  acts  a  controller,  those  of  the
applicable  privacy  statements  prevail  and
(ii)  where  Company  acts  a  processor,  the
applicable  data  processing  agreements
prevail.  With  regard  to  the  Services,  the
relevant  data  processing  agreement  can be
found in Exhibit 5 of the Agreement. 

8.4. Company  will  make  commercially
reasonable  efforts  to  keep  the  Customer
Data  and  any  Company  Data  directly
attributable  to  Customer  confidential  and
will  only  share  it  with  its  Affiliates,
suppliers,  contractors  or  subcontractors
where  such  is  necessary  for  the  purposes
listed in clause 8.2. 
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8.5. While Company will use its best  efforts to
ensure  that  all  data  processed  when using
the Services is appropriately backed up with
reasonable  recovery  point  and  time
objectives, Company makes no result-based
representation  or  warranties  regarding  the
completeness,  accuracy,  efficacy  or
timeliness of such backups. It is Customer’s
responsibility  to  keep  backups  of  the
Customer Data.

8.6. Subject  to  this  Agreement,  Customer  is
entitled  to  use  the  Customer  Data  and
Company Data made available by Company
for any lawful purpose and/or share only the
Customer Data freely with third parties.

8.7. Notwithstanding  the  previous  clause,
Customer  may  directly  make  available  to
third  parties  the  Customer  Data  with
relevant metadata necessary to interpret and
use those data. However, prior to proceeding
to  sharing  the  Customer  Data,  Customer
agrees to inform Company of its intention to
share the Customer Data.

8.8. Company  shall,  upon  request  of  the
Customer  or  a  party  acting  on  its  behalf,
make available the Customer Data, together
with  the  relevant  metadata  necessary  to
interpret and use those data, to third parties.
Company  shall  make  the  Customer  Data
available  to  the  third  party  without  undue
delay.

8.9. The Customer understands and accepts that
its right to have the Customer Data shared is
not  absolute.  In  particular,  Company may,
insofar allowed under applicable law: 
a. make the provision of Customer Data

to  third  parties  conditional  on  the
third party agreeing to specific terms
and  conditions,  as  well  as  payment
on  the  part  of  the  third  party.
Payment will generally be requested
where the third party is a business; 

b. refuse the access,  use or the further
sharing  of  Customer  Data  if  such
processing could undermine security
requirements  of  the  Product  or
Service or

c. refuse  sharing  the  Customer  Data
qualifying as personal data under the
GDPR with third parties where this is
contrary to the rights granted to data
subjects under  the GDPR, or  where
Customer is not the controller or data

subject and no valid legal basis under
the GDPR exists. Customers that are
not data subjects with regard to the
specific  Customer  Data  shall  in
writing provide a valid legal basis to
Company  at  the  moment  of
requesting  the  sharing  of  Customer
Data with a third party.

8.10. Customer  explicitly  acknowledges  that  no
additional remuneration shall be due for the
purposes stated under clause 8.2.

8.11. Subject to this Agreement, Company may at
its  own  discretion  share  with  third  parties
the Customer Data, if and when:
a. the  Customer  Data  is  used  by  the

third  party  exclusively  within  the
context of the purposes under clause
8.2; and

b. Company  contractually  binds  the
third party not  to  use the Customer
Data for any purposes or in any way
going  beyond  the  use  that  is
permissible  in  accordance  with
clause 8.2 on Company’s behalf.

8.12. For  the  avoidance  of  doubt,  Customer
understands and agrees that Company may
engage  processing  services,  such  as  cloud
computing services (including infrastructure
as  a  service,  platform  as  a  service  and
software as a service),  hosting services,  or
similar  services  for  the  purposes  set  out
under clause 8.2. Third parties receiving the
Customer  Data  from  Company  in
accordance  with  this  Article  8,  shall  be
permitted to do the same.

8.13. Customer  understands  and  agrees  that  the
format,  manner,  frequency  and  volume  in
which  the  Customer  Data  and  Company
Data are made available is solely determined
by  Company  in  accordance  with  its  legal
obligations and the technical constraints of
its  Products,  Services,  infrastructure  and
systems.

8.14. The Customer understands and agrees  that
ownership and control to Company Data is
and  shall  remain  vested  in  Company  and
that the Customer can only access, use and
share such Company Data as set out in this
Agreement  or  subject  to  the  prior  written
consent of Company.

8.15. Company  undertakes  not  to  use  Customer
Data to derive insights about the economic
situation, assets and production methods of

6



the  Customer  or  about  the  use  of  the
Products  and  Services  by the Customer in
any  manner  that  could  undermine  the
commercial position of the Customer on the
markets in which the Customer is active. 

8.16. Customer  undertakes  not  to  engage  in  the
following:
a. Customer shall not use the Customer

Data  or  Company Data,  nor  permit
any  third  party  to  whom  it  makes
such  data  available  to  use  it,  to
develop  a  connected  product  that
competes with a Product, within the
meaning  of  Article  6(2)(e)  of  the
Data Act; this restriction is limited to
the  development  of  a  competing
connected  product  and  does  not
prevent  Customer or any such third
party  from  otherwise  using  the
Customer Data or Company Data for
any  lawful  purpose,  including  the
development of competing services;

b. use  the  Customer  Data  and/or
Company  Data  to  derive  insights
about  the economic  situation, assets
and  production  methods  of
Company, Company’s Affiliates, or a
third  party  manufacturer  whose
products  are  integrated  in  the
Product;

c. use coercive means to obtain access
to  Customer  Data  and/or  Company
Data or, for that purpose, abuse gaps
in Company’s, Company’s Affiliates’
or  Company’s  suppliers’  technical
infrastructure;

d. share  or  request  to  share  the
Customer Data and/or Company Data
with  a  third  party  considered  a
gatekeeper  under  Article  5.3  Data
Act; and/or

e. use  the  Customer  Data  and/or
Company  Data  it  receives  for  any
purposes  that  infringe  European
Union law or applicable national law.

8.17. In  the  event  of  termination  of  this
Agreement for whatever reason and unless
explicitly  agreed  otherwise  between  the
Parties,  Customer  shall  have  the  right  to
export all Customer Data from the Services
in accordance with Article 21.

9. Protection measures
9.1. Company undertakes to apply the protective

measures  to  the  Customer  Data  and
Company  Data  that  are  commercially
reasonable in the circumstances, considering
the  state  of  the  art,  the  potential  harm
suffered by Customer as a result of data loss
or  disclosure  of  the  Customer  Data  or
Company  Data  directly  attributable  to
Customer to unauthorised third parties, and
the  costs  associated  with  the  protective
measures.

9.2. The  previous  is  without  prejudice  to
additional technical protection measures that
Company may take to prevent unauthorised
access  to  Company  Data  and  Company’s
Confidential  Information,  as  well  as  to
ensure  compliance  with  Company’s  legal
obligations and this Agreement.

9.3. Customer agrees not to alter or remove the
technical  protection  measures  applied  by
Company,  unless  explicitly  agreed  in
advance and in writing by Company.

9.4. In  addition  to  the  foregoing,  Customer
agrees  to  apply  additional  protective
measures as may be requested by Company
from time to time, with regard to Company
Confidential  Information  or  specific
Company Data. Those additional protective
measures,  if  any,  shall  be  provided  in  an
annex to this Agreement.

10. Modifications to access modalities
10.1. Company  may,  in  good  faith  and  in

accordance with applicable law, unilaterally
alter the specifications of the Customer Data
Company Data or the access arrangements,
or altogether remove data access, if: 
a. this is objectively justified. This may

be the case where this is required as
result  of  an  immediate  security
vulnerability  in  the  line  of  the
Services or Products, a change in the
applicable  legal  requirements,  or  a
change in Company’s infrastructure;
and/or

b. Company  is  highly  likely  to  suffer
serious  economic  damage  from
disclosure  of  particular  Customer
Data or Company Data.

10.2. Where  the  change  has  the  potential  to
negatively  affect  data  access  and  use  by
Customer,  Company undertakes  to provide
Customer with reasonable notice before the
modification takes effect.
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11. Audit
11.1. To  safeguard  the  Confidential  Information

of Company contained in the Customer Data
or  Company  Data  and  the  rights  and
interests  of Company and its  Affiliates set
forth herein,  Company shall have the right
to audit Customer. Audits will be carried out
either by Company or an independent third
party appointed by Company.

11.2. Each audit shall be announced to Customer
at least five (5) Business Days in advance.
The audit shall be conducted at the expense
of Company, unless it reveals that Customer
is  in  breach  of  its  obligations  under  this
Agreement.  In  such  case,  the  cost  of  the
audit shall be borne by Customer.

12. Term
12.1. This Agreement shall commence on the date

of the last signature on the Purchase Order
Form  which  will  be  the  Effective  Date
unless  otherwise agreed,  and shall,  subject
to the provisions of Article 20, continue for
an initial term (“Initial Term”) of three (3)
years. After the Initial Term, the Agreement
is  automatically  and  tacitly  extended  for
subsequent  one-year  terms,  unless  either
Party  gives  written notice by registered e-
mail  at  least  three  (3)  months  before
expiration  of  the  then  current  term  of  its
intention not to extend the Agreement.

13. Service levels
13.1. In case service levels are defined as set forth

in Exhibit 2 – Service Level Agreement, the
Party  to  whom  the  service  level  applies
(which  may  be  Company  and/or  the
Customer)  shall  endeavour  best  efforts  to
perform such Services c.q. tasks in a manner
that achieves the service levels.

14. Responsibilities of Customer
14.1. Customer  will  be  responsible  for  the

availability, compatibility and security of its
own infrastructure,  hardware, and software
that he intends to use in connection with the
Services  (i.a.  adequacy,  maintenance,
performance and responsiveness, security).

14.2. Commencing on the Effective Date  of this
Agreement  and  continuing  throughout  its
term,  Customer  shall  comply  with  its
obligations  set  forth  in  this  Agreement,
including its obligations in the Exhibits.

14.3. Customer  shall  provide  its  Users  with  all
necessary instructions and training to make
use of the Platform and the Services. 

14.4. In  order  to  facilitate  Company’s
performance of the Services, Customer will,
at its own cost and expense, perform those
tasks  and  fulfil  those  responsibilities  of
Customer  as  set  forth  in  this  Agreement,
including  any  functions  retained  by
Customer that are relevant to the Services.
Customer  understands  that  Company’s
performance  of  the  Services  may  be
dependent  on  Customer’s  timely  and
effective performance of its responsibilities
under this Agreement.

14.5. Without limiting Article 14.4 Customer will:
- Respond  promptly  to  all  reasonable

requests by Company for information
or  decisions  relating  to  this
Agreement,  to the extent reasonably
required by Company for the purpose
of  performing  its  obligations
thereunder;

- Provide  appropriately  qualified  and
experienced  personnel  for  the
purposes  of  discussing  matters  on
which  Customer  and  Company  are
from time to time required to attempt
to  agree  under  the  terms  of  this
Agreement;

- Keep  the  login  credentials  to  the
Platform  confidential  and  personal
and  will  require  the  same  from
Customer’s Staff members; 

- Be  responsible  for  obtaining  any
consents  required for the use of the
Services  and  Customer's  hardware,
software  and  other  rights,  to  the
extent  necessary  for  Company’s
performance under this Agreement.

- Without  prejudice  to  the  provisions
of  Article  6,  shall  obtain,  and  bear
the costs of, telecom services from a
third  party  in  order  to  link
Customer’s  infrastructure  to
Company’s infrastructure.

14.6. If  Customer  fails  to  comply  with  its
obligations under this Agreement, it agrees
to bear all  costs and charges related to the
extra  services  performed  by  Company  to
remedy  any  issues  resulting  from
Customer’s  failure  to  comply  with  its
obligations.

14.7. Customer shall obtain all necessary licenses,
approvals, permits and consents required, if
any,  by  any  applicable  governmental  or
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regulatory  authority  or  body  which  are
necessary for Customer to use the Services.
Customer  shall  use  the  Services  in
accordance  with  and  subject  to  all
provisions  of  applicable  law.  In  case  of
infringement,  Customer  will  defend,
indemnify  and  hold  Company  harmless
against  all  claims,  penalties  and/or  fines
brought against Company that are caused by
such infringement. 

14.8. Customer shall only use, and allow its Users
to use, the Platform and all related Services
in  accordance  with  the  End-User  License
Agreement set forth in Exhibit 4. 

14.9. In the event Customer’s or a User’s use of
the  Platform  can  be  considered  (a)  a
violation of the terms and conditions of this
Agreement  or  the  Intellectual  Property
Rights  or  any  other  right  of  Company,
Company’s Affiliates or a third party, (b) a
threat  to  the  security  or  integrity  of  the
Platform or any of the Services, (c) a danger
to  the  Platform  due  to  viruses,  Trojan
horses, spyware, malware or any other form
of  malicious code, (d) in any way hateful,
obscene,  discriminating,  racist,  slanderous,
spiteful,  hurtful  or  in  some  other  way
inappropriate  or  illegal,  or  (e)  in  direct
competition  with  the  properly
communicated  commercial  interests  of
Company  or  Company’s  Affiliates,
Company  reserves  to  right  to  revoke
Customer’s or a User’s login credentials and
block Customer’s or a User’s access to the
Platform without prior notice or intervention
of a judicial body and without any form of
compensation  or  other  claim.  Customer  or
User  infringing  this  Agreement  will  be
required to put an end to the infringement.
Continued  misuse  may  lead  to  the
permanent termination of a User’s account
or, where it concerns Customer as a whole,
will be construed as a Material Breach.

15. Compliance with laws
15.1. Customer  shall  at  all  times  remain  solely

responsible for compliance with any and all
obligations  under  applicable  law  or
regulations  incumbent  upon  Customer.
Nothing in the Agreement shall be construed
as Company or its Affiliates assuming such
responsibility  on  behalf  of  Customer.
Examples  of  such  obligations  and
procedures  could  be  those  related  to  the

safety  and  security  of  Customer’s
workplace,  equipment,  personnel  and  sub-
contractors.

15.2. Customer  confirms  that  the  Services  are
fully  based on Customer’s procedures; and
that  Customer  has  sufficiently  tested
Company’s Services in that respect, and that
– therefore – Company’s Services correctly
implement  Customer’s  procedures.
Consequently,  Customer  warrants  and
agrees  to  indemnify  and  hold  harmless
Company  from  any  damages,  costs  and
expenses  incurred  as  a  result  of  any
demands or  claims for third parties arising
therefrom.

15.3. To the  extent  that  the  DSA applies to  the
Services, Customer agrees to cooperate with
Company  in  addressing  notices  related  to
illegal or infringing content,  in accordance
with  applicable  notice-and-action
procedures as required by the DSA.

15.4. Where  applicable,  Company  shall  enable
Customer to access and use of product data
and related service data, including Customer
Data,  in  compliance  with  the  Data  Act,
subject  to  any  lawful  and  contractual
restrictions.  Company reserves the right  to
refuse,  including  by  taking  appropriate
technical  protection  measures,  such  access
and  use  where  it  would  undermine  the
security  of  the  Services  or  a  Product  or
results in a serious adverse effect on health,
safety  or  security  of  natural  persons.
Customer shall observe any measures which
Company  has  put  in  place  to  protect  its
Confidential  Information  where  such
Confidential  Information  includes  product
data or related service data. 

15.5. Company  shall  make  all  mandatory
information about  its  Services,  as required
under  the  Data  Act,  available  in  the
Specifications  published  on  its  Website
(https://www.gemone.com/data-act/).

16. Charges and payment conditions
16.1. All prices are in euro and excluding VAT.

All  other  charges  and  levies,  such  as
transportation costs, delivery costs, customs
duties  etc.  are  also  not  included,  unless
expressly provided otherwise.

16.2. The amounts due on the basis of a Purchase
Order Form will be invoiced at the moment
when the Purchase Order Form is signed by
Customer.
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16.3. All invoiced amounts are due within thirty
(30) days from the date of the invoice. 

16.4. In case Customer disputes an invoice or the
Services included therein, Customer will in
any case be bound to pay for the undisputed
part. Customer is not allowed to proceed to
settlement  or  to  suspend  any  of  its  own
commitments,  unless  Company consents to
this explicitly. Company must be notified of
any disputes by registered letter at the latest
ten  (10)  Business  Days  after  the  invoice
date.

16.5. In the absence of payment of the amounts
due,  Company  is  entitled  to  suspend  the
delivery  of  goods  and  the  provision  of
Services  as  well  as  to  suspend  or  cancel
current  or  future Purchase  Orders,  without
formal notice of default nor notification or
compensation, subject to all rights.

16.6. Company is  allowed to  index its  fees  and
charges  automatically  once  a  year.  The
calculation will be done on the basis of the
monthly published  Agoria  index (‘Ai’)  for
salary and social charges (country average,
found  at  http://www.agoria.be/NL/Agoria-
index)  for  the  month  of  October  and  the
prices will be applicable as of the month of
January. The following formula applies for
the calculation of the price revision: P1 = P0

x (0,2  +  0,8  x  I1/I0),  where  P1 =  the  new
price, P0 = the initial price, I1 = the Belgian
Agoria index for wages (country average) of
the  month  of  October  preceding  the
indexation, I0 = the Belgian Agoria index for
wages  (country  average)  of  the  calendar
month in which this Agreement was signed. 

17. Intellectual property
17.1. The  performance  by  Company  of  its

obligations under this  Agreement shall  not
entail a transfer of any Intellectual Property
Rights, industrial or other proprietary rights
to Customer, and the fees and charges paid
by Customer to Company shall not include
any  compensation  for  a  transfer  of  any
intellectual,  industrial  or  other  proprietary
rights.

17.2. Any  intellectual,  industrial  or  other
proprietary  rights  with  respect  to  works
created by Company or its Staff Members,
whether or not created in the performance of
the  Agreement,  such  as  software,  the
documentation  and  any  materials,
documents,  drawings,  technology,  skills,

know-how  and  information  related  to  the
software, whether or not preceding the date
of  execution  of  the  Agreement,  shall  be
vested  exclusively  in  or  licensed  to
Company and/or  its respective licensors as
the case may be.

17.3. Company  grants  to  Customer  during  the
term  of  this  Agreement,  a  non-exclusive,
non-assignable worldwide license to use the
Company software for the specific purposes
as explicitly  set  forth  in  Exhibit  4  –  End-
User  License  Agreement.  Such  license  is
included in the fees and charges as set forth
in Exhibit 3.

17.4. Within  the  limits  provided  in  this
Agreement,  Company  shall  indemnify,
defend  and  hold  harmless  Customer  from
any damages,  costs  and  expenses  incurred
by Customer as a result of any third party
claim that  any component of  the Services,
when  used  within  the  scope  of  this
Agreement, infringes or misappropriates any
copyright, trademark, or trade secret of any
third  party;  provided  that  Customer
promptly  notifies  Company  in  writing  of
any  such  claim  and  promptly  tenders  the
control of the defence and settlement of any
such  claim  to  Company  at  Company’s
expense  and  with  Company’s  choice  of
counsel. 

Customer shall  reasonably  cooperate  with
Company  in  defending  or  settling  such
claim.  

If  any component  of the Services is  either
(A)  subject  of  any  claim for  infringement
and  Company  reasonably  determines  that
infringement  is  likely  or  (B)  if  it  is
adjudicatively  determined  that  there  is
infringement  then   Company  may,  at  its
option  and  expense,  (i) procure  for
Customer the right from such third party to
use the Service component or (ii) replace or
modify  the  Service  component  with  other
suitable  and  reasonably  equivalent
components so that the component becomes
non-infringing.  

17.5. Company  shall  have  no  liability  for  any
infringement arising from or caused by (i)
the  use  or  copying  of  any  component  by
Customer  after  Company  has  issued  a
written  notice  to  Customer  requiring
Customer  to  cease  using  such  component,
(ii) the use of the component in combination
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with any software or  other  component not
provided by Company, and (iii) any version
of  the  component  for  which  any  updates,
fixes or revisions have been made available
by  Company  to  Customer  if  such
infringement  would  have  been  avoided  by
the  installation  and  use  of  such  updates,
fixes  or  revisions.  This  section  states
Company’s entire obligation with respect to
any claim regarding the intellectual property
rights of any third party.

17.6. All  Intellectual  Property  Rights  and
ownership  rights  related  to  the  Customer
Data  shall  vest,  and  remain  vested,  in
Customer.  Customer  grants  Company,
Company’s Affiliates, suppliers, contractors,
and  sub-contractors  a  license  to  use  the
Customer Data for the purposes mentioned
in Article 8 of the Agreement.

18. Data protection
18.1. Parties  agree  to  process  all  personal  data

under this Agreement in accordance with the
Data Protection Legislation.

18.2. As  part  of  providing  the  Services  and
without prejudice to Article  18.3, Company
shall  process,  upon request  and instruction
of  Customer,  the  personal  data  which
Customer  shares  with  Company  through
Customer’s  use  of  the  Platform.  For  such
processing  Company  will  be  considered  a
processor and Customer a controller in the
sense  of  Article  4  GDPR.  The  terms  and
conditions  governing  this  processing  of
personal  data  upon  Customer’s  instruction
are set forth in Exhibit 5. 
Company  will  be  allowed,  however,  to
process  as  a  controller  pseudonymized
personal data of Customer, which cannot be
linked directly to a data subject, to compile
aggregated  statistics  on  the  use  of
Equipment,  to  improve  the  Services,  to
ensure  the  safety  and  security  of  the
Services  and  to  inform  manufacturers  of
Equipment on how the Equipment is used.
All  relevant  information  concerning  such
processing of personal data by Company as
a controller is included in the Privacy Policy
made available on the Platform.

18.3. Company  shall  process  personal  data  of
Users and other Staff Members of Customer
in  order  to  facilitate  Customer’s  access  to
the  Platform and  management  of  its  User
account(s).  For  the  processing  of  personal

data to facilitate access and allow for User
account  management  Company  and
Customer  will  both  be  independent
controllers. Company processes the personal
data in accordance with the Privacy Policy
made  available  on the  Platform.  Customer
shall ensure that this Privacy Policy is made
available to all of its Staff Members who are
authorized  to  use  the  Platform  on
Customer’s behalf.

18.4. Where  any  product  data,  related  service
data,  Customer  Data  or  Company  Data
constitutes personal data within the meaning
of the Data Protection Legislation, the Data
Protection Legislation prevails over the data
access,  use,  portability  and  sharing
provisions of this Agreement to the extent of
any conflict. A right of access to, or sharing
of,  data  under  the  Data  Act  or  under  this
Agreement  does  not  in  itself  constitute  a
legal  basis  for  the  processing  of  personal
data  under  Article  6  GDPR,  and  does  not
oblige  Company  to  make  personal  data
available where Customer is neither the data
subject nor able to demonstrate a valid legal
basis. Where Customer requests the sharing
of  personal  data  with  a  third  party  and
Customer is not the data subject, Customer
shall provide Company in writing with the
legal  basis  relied  upon at  the  time  of  the
request,  and  shall  indemnify  Company
against  any claim arising from the absence
or invalidity of that legal basis.

19. Confidentiality
19.1. Each  Party  acknowledges  that  it  may  be

furnished, receive or otherwise have access
to  Confidential  Information  of  the  other
Party  in  connection  with  this  Agreement.
The  Receiving  Party  will  keep  the
Confidential  Information of  the  Disclosing
Party  confidential  and  secure  and  will
protect  it  from  unauthorised  use  or
disclosure by using at least the same degree
of  care as the Receiving Party employs to
avoid unauthorised use or  disclosure of  its
own  Confidential  Information  of  a  similar
nature, but in no event less than reasonable
care.

19.2. The  Receiving  Party  may  disclose
Confidential  Information of  the  Disclosing
Party  to  any  employee,  officer,  director,
agent, contractor or representative who has a
need  to  know  the  information  for  the
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purposes  of  this  Agreement  and  who  is
bound to the Receiving Party to protect the
confidentiality  of  the  information  in  a
manner  substantially  equivalent  to  that
required  of  the  Receiving  Party.  The
Receiving  Party  may  also  disclose
Confidential  Information of  the  Disclosing
Party  to  the  Receiving  Party’s  regulatory
agencies  and  auditors  provided  they  are
made  aware  of  the  Receiving  Party’s
obligations of confidentiality with respect to
the  Disclosing  Party’s  Confidential
Information  and  execute  confidentiality
agreements as required by this Agreement.

19.3. If  any  unauthorised  disclosure,  loss  of,  or
inability  to  account  for  any  Confidential
Information of the Disclosing Party occurs,
the Receiving Party will promptly notify the
Disclosing Party and will cooperate with the
Disclosing  Party  and  take  such  actions  as
may  be  necessary  or  reasonably  requested
by  the  Disclosing  Party  to  minimize  the
violation and any damage resulting from it
and to prevent a recurrence of the violation.
In  the  event  of  a  material  breach  of  this
clause 12, the Receiving Party that is liable
for  the  breach,  will  be  liable  to  pay  an
indemnity  of  25.000  EUR per  occurrence,
notwithstanding the Disclosing Party’s right
to  claim  compensation  for  all  additional
proven damage.

19.4. If  the  Receiving  Party  becomes  legally
compelled  to  disclose  any  Confidential
Information  of  the  Disclosing  Party  in  a
manner  not  otherwise  permitted  by  this
Agreement, the Receiving Party will provide
the Disclosing Party with prompt notice of
the  request  (unless  legally  precluded  from
doing so) so that the Disclosing Party may
seek a protective order or other appropriate
remedy. If a protective order or similar order
is  not  obtained  by  the  date  by  which  the
Receiving  Party  must  comply  with  the
request,  the  Receiving  Party  may  furnish
that portion of the Confidential Information
that  it  determines  it  is  legally  required  to
furnish.

19.5. Each Party’s  Confidential  Information will
remain the property of  that Party.  Nothing
contained  in  this  Agreement  will  be
construed as obligating a Party to disclose
its  Confidential  Information  to  the  other
Party,  or as granting to or conferring on a

Party,  expressly  or  by  implication,  any
rights  or  license  to  the  Confidential
Information  of  the  other  Party.  Any  such
obligation or grant will only be as provided
by other provisions of this Agreement.

19.6. As requested by the Disclosing Party during
the  term of  this  Agreement,  the  Receiving
Party will return or provide the Disclosing
Party  a  copy  of  any  Confidential
Information of the Disclosing Party.  When
Confidential  Information of  the  Disclosing
Party is no longer required for the Receiving
Party’s performance under this Agreement,
or  in  any  event  upon  expiration  or
termination  of  this  Agreement,  the
Receiving Party will return all materials in
any  medium  that  contain  Confidential
Information  of  the  Disclosing  Party  or,  at
the  Disclosing  Party’s  election,  destroy
them. At the Disclosing Party’s request, the
Receiving Party will certify in writing that it
has returned or destroyed all copies of  the
Disclosing Party’s Confidential Information
in the possession or control of the Receiving
Party’s  or  any  of  its  Affiliates  or
subcontractors.

19.7. All  obligations  related  to  Confidential
Information  as  set  forth  in  this  Article  19
shall  apply  for  the  duration  of  this
Agreement  and  will  survive  for  ten(10)
years after  the Receiving Party’s return or
destruction of all copies of the Confidential
Information in question.

20. Termination
20.1. Termination for Cause

Without prejudice to any of its other rights
and  obligations,  either  Party  may  at  its
option  terminate  this  Agreement,  without
prior recourse to the courts, by notifying the
other  Party  (“Defaulting  Party”)  if  any  of
the following events occurs:
- the  Defaulting  Party  becomes

insolvent or unable to pay its debts as
they  become  due  or  enters  into  or
files  (or  has  filed  or  commenced
against  it)  a  petition,  arrangement,
application,  action  or  other
proceeding  seeking  relief  or
protection;   or

- the  Defaulting  Party  commits  a
material  breach  of  this  Agreement
that  cannot  reasonably  be  cured
within  20  Business  Days  after  the
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other Party has given the Defaulting
Party  notice  of  default  (a  “Material
Breach”).

20.2. Termination for Convenience
Termination for convenience is not possible
during the Initial Term. If the Agreement is
extended after the Initial Term, each Party
may,  at  any  time  after  the  Initial  Term,
terminate  this Agreement  or any part  of  it
for  convenience (i.e.  without cause)  as set
forth in Article 12.

20.3. On termination of this Agreement:
- Customer  will  pay  all  fees  and

charges for Services due and payable
under  this  Agreement  up  to  the
effective date of termination; and 

- except  for  termination by  Company
upon  Customer’s  default
(Termination  for  Cause)  Company
will  use  its  reasonable  efforts  to
phase  out  all  Services  under  this
Agreement as quickly as reasonably
possible  in  cooperation  with
Customer and subject to the time and
material charges in Exhibit 3.

20.4. Termination  of  this  Agreement,  for  any
reason, will not affect any accrued rights or
liabilities  or  payments  due  (including
payment of all delivered Services up to the
date of termination) or the coming into force
or  continuing in force of  any  provision of
this  Agreement  which  is  expressly  or  by
implication  intended  to  come  into  or
continue  in  force  on  or  after  termination.
Articles 17,  18,  19,  22 and 26 shall survive
and  continue  in  full  force  and  effect  in
accordance  with  these  terms
notwithstanding  the  expiration  or
termination of this Agreement.

21. Switching
21.1. Where and to the extent that GemOne Cloud

or  another  Service  qualifies  as  a  "data
processing  service"  within the  meaning  of
Chapter VI of the Data Act, Customer has a
right  to  switch  to  another  provider  of  a
service of the same service type, to an on-
premises ICT infrastructure, or to have the
relevant  data  erased,  in  accordance  with
Chapter  VI  of  the  Data  Act.  The  detailed
contractual,  technical  and  organisational
arrangements governing that right, including
notice  periods,  the  transition  period,
assistance,  formats,  charges,  data  retrieval

and  erasure,  are  set  out  in  Annex  2
(Switching and Exit).

21.2. Annex 2 applies only to those Services that
qualify as data processing services under the
Data Act,  and only for  so long as they so
qualify. It does not apply to Products, to the
Edge  Device,  to  the  Mobile  Data
Subscription,  or  to  any  Service  or
functionality  that  does  not  fall  within
Chapter VI of the Data Act.

21.3. Charges for switching and exit assistance in
respect  of  data  processing  services  are
governed by Annex 2. For the avoidance of
doubt, services requested by Customer that
go  beyond  the  assistance  mandated  by
Chapter VI of the Data Act are chargeable
on a  time-and-material  basis  at  Company's
then-current  rates,  provided  Company  has
communicated  the  applicable  rates  in
advance.

21.4. Nothing in this Article or in Annex 2 affects
the  term,  termination  or  fee  provisions  of
this  Agreement  in  respect  of  any  Service
that  does  not  qualify  as  a  data  processing
service,  nor  relieves  Customer  of  fees
accrued or committed for Services rendered
up  to  the  effective  date  of  switching  or
termination.

22. Liability
22.1. Nothing in this Agreement shall exclude or

limit  either  Party’s  liability  for  fraud  or
wilful or serious misconduct.

22.2. Unless  explicitly  stated  otherwise  in  this
Agreement, neither Party will be held liable
for  any  indirect  or  consequential  loss  or
damage suffered  by  the  other  Party  or  its
Affiliates, such as any loss of data, profits,
revenue,  turnover,  claims  of  third  parties,
moral or commercial damage, whether this
loss  or  damage  arises  from  a  breach  of
contract or duty in tort.

22.3. Subject  to  Articles  22.1 and  22.6,  each
Party’s aggregate liability arising out of or
in connection with this Agreement, whether
in  contract,  tort  or  otherwise,  shall  be
limited,  per  contract  year,  to  the  total
amount of fees paid or payable by Customer
for  the  Services  during  the  twelve  (12)
months  preceding  the  event  giving  rise  to
liability,  with  an  aggregate  cap  of  EUR
50.000,00 per contract year. This limitation
applies to each Party. 

22.4. Neither Party shall be liable for any claim
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arising under this Agreement, unless it has
received written notice of the claim within
one  (1)  year  of  the  other  Party  becoming
aware of the circumstances giving rise to the
claim.

22.5. Company shall only be  liable for  damages
that Customer proves are directly caused by
a  fault  on  the  part  of  Company,  which
Customer itself could not avoid or mitigate
and which Company does not remedy within
thirty (30) days after receipt of a notice of
default, without prejudice to other resolution
times  agreed  upon  in  the  Service  Level
Agreement. Company shall not be liable for
any  interpretation  or  use  of  the  Data  by
Customer or users. 

22.6. The  limitations  and  exclusions  in  this
Article  22 do not apply to, and shall not be
construed so as to restrict:
a. liability for death or personal injury,

fraud,  or  wilful  or  serious
misconduct;

b. Customer's payment obligations;
c. either  Party's  liability  under  the

indemnities  expressly  given  in  this
Agreement; or

d. any liability or right to the extent that
it  cannot  be  excluded  or  limited
under  mandatory law,  including  the
mandatory provisions of the Data Act
and the Data Protection Legislation.

To the extent any limitation or exclusion in
this Agreement would be incompatible with
a  mandatory  provision  of  applicable  law,
that limitation or exclusion shall apply with
the  minimum  modification  necessary  to
render  it  valid,  and  the  remainder  of  this
Article 22 shall continue in full force.

23. Relationship between the Parties
23.1. Company,  when  providing  its  Services,  is

acting  as  an  independent  contractor.  The
Parties  are  not  in  an  agency  or  partner
relationship  and  have  no  authority  to
represent or  bind the other Party as to any
matters  except  as  expressly  authorized  in
this Agreement.

24. Assignment
24.1. Company  may   assign  its  rights  and

obligations  hereunder in  whole,  but  not  in
part,  to  (1)  any  corporation  or  entity  with
which Company  may  merge  or  to  which
Company may transfer all,  or substantially
all,  of  its  assets,  or  (2)  to  any  Affiliate.

Customer  is  not  entitled  to  assign  this
Agreement  and  its  rights  and  obligations
hereunder  to  any  Affiliate  or  third  party,
unless  with  the  prior  written  consent  of
Company.

25. Reference
25.1. Company may refer to Customer to potential

customers  and  partners  of  Company  and
may, for this purpose, use Customer’s logos
and company name on its corporate website,
in  brochures,  on  fairs  and  events  and  in
presentations. 

26. Logging
26.1. Company keeps detailed and accurate  logs

in  a  secure  and  automated  manner  which
contain  data  concerning  the  Users’  use  of
the  Platform,  including  access,  volume
usage  and  account  usage  as  well  as
concerning  use  of  the  Mobile  Data
Subscription.  These  logs  are  kept  for
invoicing,  service  monitoring  and
improvement  as  well  as  security  purposes.
Parties agree that these logs can be used as
evidence  to  demonstrate  compliance  or
breach of this Agreement and all rights and
obligations  hereunder.  The  logs  shall  be
construed as  evidence,  unless  proof  to  the
contrary.

27. Sub-contracting
27.1. Company  may  subcontract  to  third  parties

any part of the Services, including, but not
limited  to,  hosting,  data  centre  services,
network  and  communication  services  and
database-  and  security  services.
Notwithstanding  the  foregoing,  Company
will  at  all  times  be  responsible  towards
Customer  for  the  performance  of  its
obligations under this Agreement.

28. Warranty and security
28.1. Company  shall  make  all  best  efforts  to

perform  its  obligations  under  this
Agreement and makes no express or implied
warranties in connection with the Services,
including  in  particular  the  fitness  for  a
particular  purpose,  merchantability  or  the
compliance  thereof  with  any  legal  or
regulatory  requirement,  unless  explicitly
agreed  otherwise  in  this  Agreement.
Company  will  provide  updates  to  the
software if  and when Company decides  at
its  discretion  that  operational  requirements
need updating. 

28.2. The  Customer  acknowledges  that  the
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Services are a  recent  product and  services
offering of Company, and that certain flaws
may  occur  as  a  consequence  of  limited
operational experience.

28.3. Customer  guarantees  that  all  data,  if  any,
provided  by  Customer  to  Company  are
correct  and  lawful,  that  these  data  do  not
infringe third party rights and that Customer
is  authorised  to  provide  them.  Company
bears  no  liability  regarding  verification  of
data provided by Customer.  Customer will
notify  Company  of  any  error  in  the  data
provided  by  Customer  to  Company  and
agrees  to  indemnify,  defend  and  hold
harmless Company from any damages, costs
and  expenses  incurred  as  a  result  of  any
claims or demands from third parties arising
therefrom.

28.4. To the extent that an Edge Device or other
Product supplied by Company qualifies as a
product  with  digital  elements  within  the
meaning of the CRA and Company qualifies
as its  manufacturer,  Company shall  handle
vulnerabilities and provide security updates
for that Product in accordance with the CRA
during  the  support  period  determined  by
Company and notified in the Specifications.
The support period reflects the period during
which the Product is expected to be in use
and  is  without  prejudice  to  Article  5.9,
including  the  limitation  of  the  hardware
warranty  to  the  warranty  granted  by  the
OEM.

28.5. Security  updates  may  be  provided  by
Company or by the OEM and may be made
available  automatically  or  on  Company's
instructions.  Customer  shall  install,  and
shall permit Company or the OEM to install,
security  updates  without  undue  delay.
Company  shall  not  be  liable  for  any
vulnerability,  Incident,  damage  or  non-
conformity  arising from Customer's  failure
to install a security update made available to
it,  or  from  Customer's  modification,
misconfiguration  or  unintended  use  of  the
Product.

28.6. Company  operates  a  coordinated
vulnerability  disclosure  process.
Vulnerabilities  in  a  Product  or  in  the
Services  may  be  reported  to  Company  at
security@gemone.com.  Company  shall
handle  reports  in  accordance  with  that
process  and  with  its  obligations,  if  any,

under the CRA.
28.7. Information required to be made available to

users  under  the  CRA  is  provided  in  the
Specifications and the documentation made
available through the Website.

28.8. Company  maintains  appropriate  technical
and organisational security measures for the
Services.  Where  Annex  1  (Information
Security) applies, those measures are as set
out in Annex 1, which sets out  Company's
security  obligations  in  full.  Company's
supply-chain  security  obligations  towards
Customer  are  limited  to  those  set  out  in
Annex 1 and no broader obligation is to be
implied.

28.9. Where  Company  is  itself  subject  to
obligations under Directive (EU) 2022/2555
or  its  national  implementing  legislation,
including the Belgian NIS2 Act of 18 April
2024  (together,  the  “NIS2  Legislation”),
compliance  with  those  obligations,
including  any  incident  notification  to  a
CSIRT  or  competent  authority,  is
Company's  own  regulatory  responsibility
and does not create a contractual entitlement
of  Customer,  save  as  expressly  set  out  in
Annex 1.

28.10. Nothing  in  this  Agreement  requires
Company  to  characterise  itself,  or  the
Services, as an essential or important entity,
or as critical infrastructure, under the NIS2
Legislation, and no such characterisation is
to be inferred from this Agreement.

29. Force Majeure
29.1. A Force Majeure Event shall relieve either

Party, for so long as such event continues,
from  those  of  its  obligations  under  this
Agreement,  provided  that  such  Party
promptly notifies the other Party in writing
describing  the  Force  Majeure  Event  and
immediately  continues  the  performance  of
the  obligations  concerned when and to the
extent  that  the  Force  Majeure  Event  is
removed. Neither Party shall be entitled to
claim damages for any non-performance by
the  other  Party  of  any  of  its  contractual
obligations resulting from a Force Majeure
Event. If  a Force Majeure Event continues
for a period of 30 calendar days, either Party
is  entitled  to  terminate  the  Agreement
without damage compensation. 

30. Entire Agreement
30.1. This  Agreement  constitutes  the  entire
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agreement between the Parties with respect
to its subject matter and, from the date of its
execution,  supersedes  all  prior
representations,  writings,  negotiations  or
understandings with respect to that  subject
matter.

31. Severability
31.1. If  any  provision  in  this  Agreement  is  or

becomes  invalid,  non-binding  or
unenforceable,  such  provision  will  be
severed from the Agreement, the remainder
of this Agreement will remain in full force
and effect, and the Parties will negotiate in
good faith to replace the severed provision
with  a  provision  that  achieves,  to  the
greatest  extent  possible,  the  intent  of  the
severed provision.

32. Waiver
32.1. No failure  to  exercise  any  right,  power or

remedy by a Party operates as a waiver. A
single or partial exercise of any right, power
or  remedy does  not  preclude  any  other  or
further  exercise  of  that  or  any  other  right,
power or remedy. A waiver is not valid or
binding  on  the  Party  granting  that  waiver
unless made in writing.

33. Dispute resolution and applicable law
33.1. This Agreement and all respective rights and

obligations of the Parties shall be governed
by  and  shall  be  construed  in  accordance

with  the  laws  of  Belgium,  excluding  the
Vienna  Convention  on  Contracts  for  the
International  Sale  of  Goods  (CISG),  and
without reference to  its  conflict-of-laws or
similar  provisions  that  would  mandate  or
permit application of the substantive law of
any other jurisdiction. 

33.2. All  disputes,  controversies  or  claims
between  the  Parties  arising  out  of  or  in
connection with the Agreement shall first be
submitted  to  CEPANI  (www.cepani.be)
according to its mediation rules, and should
the mediation fail,  each Party has the right
to  submit  the  dispute  to  the  competent
courts in Ghent, Kortrijk division, Belgium.
The  place  of  mediation  shall  be  Brussels,
Belgium  and  the  mediation  shall  be
conducted by one mediator. Parties retain at
all  times  the  right  to  request  and  obtain
preliminary  or  interim  relief  via  court
proceedings  without  prior  recourse  to
mediation,  such  as  by  means  of  summary
proceedings  (référé  -  kort  geding),
injunction proceedings (comme en référé -
zoals  in  kortgeding)  and  provisional
measures  in  the  framework  of  a  court
proceedings on the merits. Claims for non-
payment of fees under this Agreement that
is  not  reasonably  justified  by  breach  of
contract shall not be subject to mediation.
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ANNEX 1 – INFORMATION SECURITY

This Annex sets out the technical and organisational information security measures that Company implements 
and maintains in relation to Customer Data and the Services. It applies only where expressly incorporated into a 
Purchase Order Form.

1. Subject matter and scope
1.1. This Annex concretises Article  28.8 (Information security) of the Agreement. In case of inconsistency

between this Annex and the body of the Agreement, the body of the Agreement prevails, save on the
technical security measures specifically governed by this Annex.

1.2. This Annex applies to the systems, networks, applications and processes that Company uses, and that are
under Company’s control, to provide the Services. Where the Services rely on systems or environments
under Customer's control, or contracted by Customer, the Parties’ respective responsibilities shall be set
out  in  the  relevant  Purchase  Order  Form.  Company  is  responsible only for  the  security  of  its  own
environments and the components of the Services under its control.

1.3. This Annex is to be read together with Exhibit 5 (Data Processing Agreement) in respect of personal
data, and Annex 2 (Switching and Exit) in respect of security during switching.

2. Definitions

 Incident: means an event compromising the availability, authenticity, integrity or confidentiality of data
stored,  transmitted  or  processed  by,  or  of  the  Services  provided  through,  Company's  network  and
information systems.

 Vulnerability: means a weakness or flaw in an ICT product or service that can be exploited by a cyber
threat.

 Critical Supplier: means a subcontractor or other third party whose service is necessary for the delivery
or security of the Services and whose failure could materially affect the Services.

 NIS2 Legislation: means Directive (EU) 2022/2555 and its national implementing legislation, including
the Belgian NIS2 Act of 18 April 2024.

3. Security objectives and frameworks
3.1. Company  shall  maintain  a  security  posture  designed  to  ensure  the  confidentiality,  integrity  and

availability of Customer Data and the Services, appropriate to the risk.
3.2. Company shall maintain documented information-security policies, reviewed periodically, and aligned

with  recognised  frameworks,  which  may  include  the  CyberFundamentals  (CyFun)  framework  and
ISO/IEC 27001 and 27002. Company does not warrant attainment of a specific CyFun assurance level,
certification or maturity score unless expressly agreed in a Purchase Order Form.

3.3. Company shall support Customer's own compliance efforts under the NIS2 Legislation in respect of the
Services by providing, on reasonable request, the information described in clause 9. Company does not
assume Customer's regulatory obligations.

4. Security governance and supply chain
4.1. Company  shall  maintain  a  security  governance  structure  for  the  Services,  including  an  accountable

security function and documented roles and responsibilities, and shall integrate security risk management
into its overall risk management.

4.2. Company shall maintain an inventory of the assets and data relevant to the Services that are under its
control.

4.3. For Critical Suppliers, Company shall: (a) operate a supply-chain risk management process appropriate
to  the  risk;  (b)  impose  on  Critical  Suppliers,  through  its  contracts,  security  and  data  protection
requirements  appropriate  to  the  services  they  perform and  no  less  protective  than  those  reasonably
necessary  to  support  this  Annex;  and  (c)  review  Critical  Suppliers’  compliance  periodically,
proportionate  to  their  criticality.  Company’s  inventories,  assessments  and  supplier  arrangements  are
Company’s internal compliance matters; Customer is not entitled to receive Critical Supplier inventories,
to audit Critical Suppliers, or to require the replacement of a Critical Supplier.

4.4. Where Company uses cloud or other externally hosted infrastructure for the Services, Company shall
maintain a shared responsibility model describing the split of security responsibilities between Company,
the underlying provider and, where relevant, Customer. Company remains responsible towards Customer
for the acts and omissions of such providers as set out in the Agreement.



5. Technical and organisational measures
5.1. Company shall implement technical and organisational measures appropriate to the risk, which include,

as applicable to the Services:
a. Risk management: a documented, periodically reviewed process to identify and treat security risks

relevant to the Services.
b. Identity and access management: unique user identification; role-based access and least privilege;

multi-factor  authentication  for  administrative  and  remote  access;  timely  provisioning and  de-
provisioning of accounts; and protection of privileged credentials.

c. Network  and  infrastructure  security:  segmentation  and  controlled  interconnection  between
environments; boundary protection configured on a deny-by-default basis for sensitive segments;
secure remote access; and measures to detect and mitigate network-based attacks, using defence-
in-depth appropriate to the Services.

d. System  and  endpoint  security:  hardening  of  servers  and  endpoints  to  recognised  baselines;
controls against unauthorised software; and centrally managed anti-malware or endpoint detection
on managed endpoints.

e. Logging and monitoring: collection and, where feasible, central correlation of security-relevant
logs; monitoring for anomalous activity; protection of logs against unauthorised modification or
deletion; and time synchronisation of relevant systems. Log retention periods are as set out in the
relevant Purchase Order Form or, absent agreement, as determined by Company consistent with
applicable law.

f. Vulnerability  management:  a  continuous  process  to  identify,  prioritise  and  remediate
Vulnerabilities  on  a  risk  basis,  with  remediation  managed  through  change  control.  Company
applies risk-based remediation targets; specific numeric remediation or mean-time-to-resolution
targets apply only where expressly agreed in a Purchase Order Form or Service Level Agreement.

g. Backup, recovery and continuity: regular backups appropriate to the agreed recovery objectives;
secure, segregated and, where feasible, immutable backup storage; periodic restore verification for
critical  systems; and documented,  periodically tested disaster-recovery and business-continuity
plans.

h. Secure development: for software developed or maintained by Company for the Services, a secure
development  lifecycle  aligned  with  recognised  frameworks,  including  security  testing  and
management of third-party and open-source components, and maintenance of a software bill of
materials for relevant products, a summary of which is available to Customer on request.

i. Cryptography: encryption of Customer Data in transit across networks Company controls using
current industry standard protocols, and, where appropriate to the risk, encryption at rest, with
appropriate key-management procedures.

j. Physical security: physical access controls and environmental protections for sites hosting systems
under Company’s control that support the Services, proportionate to the risk.

k. Multi-tenant segregation: where the Services are provided in a multi-tenant environment, logical
segregation of Customer’s data and administrative interfaces from those of other tenants.

l. Change and configuration management: authorisation and recording of changes to systems and
configurations relevant to the Services, and assessment of vendor patches through change control.

5.2. Company  may  update  the  specific  measures  in  clause  5.1 from  time  to  time,  provided  no  update
materially lowers the overall level of security afforded to Customer.

6. Awareness, training and personnel
6.1. Company shall provide appropriate security awareness and role-specific training to personnel involved in

the Services, and shall include security and data-protection obligations in its employment and contractor
arrangements.

6.2. Subject to applicable law, Company shall conduct background checks proportionate to the sensitivity of
roles before granting access to critical systems, and shall revoke access on termination or role change.

7. Management of Incidents and Vulnerabilities
7.1. Company shall maintain incident-response and vulnerability-management processes for the Services that

triage and classify events, define escalation paths, and enable timely internal reporting.
7.2. Company shall notify Customer without undue delay after confirming an Incident that materially affects



the security of Customer Data or the Services. Notification under this clause is decoupled from, and does
not determine, any notification Company makes to a CSIRT or competent authority under the NIS2
Legislation, which remains Company's own regulatory responsibility. Notification is not an admission of
liability.

7.3. Company shall cooperate reasonably with Customer in determining the impact of an Incident and in
supporting any notification Customer is required to make under the NIS2 Legislation or data protection
law.

7.4. Company shall conduct post-incident reviews for major Incidents and incorporate lessons learned into its
procedures.

7.5. Company shall maintain a coordinated vulnerability disclosure process allowing external parties to report
Vulnerabilities in the Services in a controlled and lawful manner.

8. Data lifecycle and disposal
8.1. Company shall protect data throughout its lifecycle with controls appropriate to its sensitivity, and shall

maintain procedures for the secure disposal of data from storage media when no longer required, subject
to any legal retention obligation.

8.2. Production data shall not be used in non-production environments save where appropriately protected,
including by pseudonymisation or masking where feasible.

8.3. Where processing is  likely to result in a high risk to individuals,  Company shall provide reasonable
support to Customer in conducting a data protection impact assessment, in accordance with Exhibit 5 and
Article 35 GDPR.

9. Documentation and assurance
9.1. Company shall maintain documentation evidencing the measures in this Annex and shall make available

to  Customer,  on  reasonable  request  and  no  more  than  once  per  contract  year,  a  summary  of  those
measures together with any third-party certification or assurance report Company holds.

9.2. The provision of certifications and assurance reports under clause 9.1 satisfies Company's obligation to
evidence its  security  posture. On-site  or customer-conducted audits  are not  included and apply only
where expressly agreed in a Purchase Order Form, on reasonable notice, at Customer's cost, and subject
to confidentiality and to limits on frequency and disruption.

10. Changes and regulatory change
10.1. Company may propose updates to this Annex to reflect changes in technology, standards, the Services or

applicable law, provided no update materially lowers the overall level of security afforded to Customer.
Material updates are agreed through the change-control procedure in the Agreement.

10.2. Where changes in applicable law, including the NIS2 Legislation or the CRA, require adjustments to this
Annex,  the  Parties  shall  address  those  changes  through  the  regulatory-change  mechanism  in  the
Agreement.

11. Liability
11.1. A failure by Company to comply with a measure in this Annex is subject to the cure period and to the

limitations and exclusions of liability in the Agreement, and does not of itself constitute an incurable
material breach.



ANNEX 2 – SWITCHING AND EXIT

This Annex sets out the contractual, technical and organisational arrangements governing Customer's right to
switch, in accordance with Chapter VI of the Data Act, from a Service that qualifies as a data processing service
to  (a)  another  provider  of  a  service  of  the  same  service  type,  (b)  an  on-premises  or  self-hosted  ICT
infrastructure, or (c) a multi-provider architecture.
1. Scope and regulatory framework
1.1. This Annex applies only to those Services that qualify as “data processing services” within the meaning

of the Data Act, and only for so long and to the extent that they so qualify. It does not apply to Products,
the  Edge Device,  the Mobile  Data Subscription, or  to any Service or  functionality that  falls  outside
Chapter VI of the Data Act, including any purely analytical, display, reporting or ancillary functionality
that does not constitute a data processing service.

1.2. This Annex implements Article 21 of the Agreement. In case of inconsistency between this Annex and
the body of the Agreement on a matter governed by Chapter VI of the Data Act, this Annex prevails. On
all other matters, the body of the Agreement prevails.

1.3. A provision of the Agreement, a Purchase Order Form or any ancillary document is disapplied only to
the extent that, and for so long as, it would restrict, condition, delay or financially burden switching in a
manner incompatible with a mandatory provision of Chapter VI of the Data Act. All other provisions of
the Agreement continue to apply in full, including those governing term, fees, liability, confidentiality
and intellectual property, save as expressly modified by this Annex.

1.4. The qualification of any Service as a data processing service, and the extent of the obligations owed
under Articles 23 to 31 of the Data Act, shall be assessed per Service by reference to the Data Act.
Nothing in this Annex constitutes an admission by Company that any particular Service so qualifies, that
any particular obligation applies, or that Company is unable to rely on any exemption available under the
Data Act, including Article 31.

2. Definitions
2.1. Terms defined in the Data Act have the meaning given to them in the Data Act. The terms “Digital

Assets”, “Exportable Data”, “Functional Equivalence”, “Switching” and “Switching charges” are to be
interpreted in accordance with Chapter VI of the Data Act.

3. Right to switch
3.1. Customer may initiate switching of a qualifying Service without having to demonstrate cause.
3.2. Switching may concern all or part of the qualifying Services.
3.3. The exercise of the right to switch does not relieve Customer of its obligation to pay fees accrued or

committed under the Agreement up to the effective date of termination of the affected Service, and does
not affect the term or fee provisions of the Agreement in respect of any Service that does not qualify as a
data processing service.

4. Initiation and governance
4.1. Customer initiates switching by written notice to Company. Company shall acknowledge receipt within

five (5) Business Days.
4.2. Within a reasonable period after the switching notice, Company shall identify a contact point for the

switching process, confirm the categories of Exportable Data, and provide an indicative switching plan.
Company shall allocate reasonable and appropriately qualified resources to support completion within
the transition period.

5. Notice period and transition period
5.1. The maximum notice period for initiating switching of a qualifying Service is  two (2) months from

receipt of Customer’s written notice, in accordance with Article 25 of the Data Act. Where a Purchase
Order Form relates solely to the qualifying Service, the switching notice is treated as notice to terminate
that Purchase Order Form for convenience. Where a Purchase Order Form covers multiple Services, it is
terminated only in respect of the qualifying Service for which switching is requested.

5.2. Following expiry of the notice period, switching shall be completed within a mandatory transition period
of thirty (30) calendar days, in accordance with Article 25 of the Data Act.

5.3. Where Company demonstrates that completion within the thirty (30)-day transition period is technically
unfeasible,  the  transition  period  is  extended  for  an  appropriate  period  not  exceeding  the  maximum
permitted under Article 25 of the Data Act, as notified by Company to Customer with reasons before



expiry of the original transition period.
6. Obligations of Company during switching
6.1. Company shall provide reasonable assistance to Customer, and to a third party authorised by Customer,

to enable switching within the transition period. In particular, Company shall: (a) provide the information
and documentation reasonably necessary to complete switching;  (b) continue to  provide the  affected
Service under the Agreement until  termination takes effect; and (c) maintain an appropriate level of
security during the switching process, including for the data in transit.

6.2. Company’s  assistance  obligations  are  limited  to  matters  within  Company's  own  control  and  remit.
Company  is  not  responsible  for  the  configuration,  security  or  performance  of  any  destination
environment, for the acts or omissions of the destination provider, or for the import or implementation of
data into any destination environment.

7. Obligations of Customer
7.1. Customer shall take all reasonable measures to achieve effective switching, and is responsible for the

import and implementation of Exportable Data and Digital Assets into its own systems or those of the
destination provider.

7.2. Customer, and any third party authorised by Customer, shall respect Company’s Intellectual Property
Rights and Trade Secrets in any materials provided during switching. Any access to or sublicensing of
such materials  is  permitted only to  the  extent  necessary to  complete  switching within the  transition
period, and remains subject to the confidentiality and intellectual property provisions of the Agreement.

8. Data categories and formats
8.1. Company shall make available a description of the categories of Exportable Data and the applicable

export formats and methods.
8.2. Exportable Data shall be provided in a structured, commonly used and machine-readable format that

Company makes available. For the avoidance of doubt, Company is not required to develop bespoke
formats, transformations or interfaces, or to re-engineer data, beyond what is required by Article 25 of
the Data Act.

8.3. Company shall ensure compatibility with relevant common specifications and harmonised standards once
these are published and applicable.

9. Switching charges
9.1. Switching charges are governed by Article 29 of the Data Act. Until 12 January 2027, Company may

impose reduced switching charges not exceeding the costs incurred by Company that are directly linked
to the switching process. From 12 January 2027, Company shall not impose switching charges for the
switching process.

9.2. Services requested by Customer that go beyond the assistance mandated by Chapter VI of the Data Act,
including  custom extraction,  bespoke formats,  or  assistance  during an extended retrieval  period,  are
chargeable  on  a  time-and-material  basis  at  Company’s  then-current  rates,  provided  Company  has
communicated the applicable rates in advance.

10. Data retrieval and erasure
10.1. Customer benefits from a retrieval period of thirty (30) calendar days following completion of switching,

during which it  may retrieve its Exportable Data. Any extension of the retrieval period requested by
Customer is subject to clause 9.2.

10.2. On completion of switching, or at the end of the notice period where Customer has elected erasure rather
than switching, Company shall delete the Exportable Data and Digital Assets and confirm deletion in
writing, subject to clause 10.3.

10.3. Data that Company is required to retain under a legal obligation shall be isolated and access-restricted,
and shall not be further processed except as required to comply with that obligation. Deletion extends to
backups within Company's normal backup retention cycles.

11. Trade secrets, intellectual property and security
11.1. Company may withhold or restrict specific data or assets where, and to the extent that, disclosure would

compromise the security or integrity of the Services or a Product, or where the data or asset is protected
as a Trade Secret or by Intellectual Property Rights, in accordance with Article 25 of the Data Act,
provided the restriction does not prevent Functional Equivalence as required by the Data Act.

11.2. Where Company withholds or restricts data under clause 11.1, it shall identify the data concerned and the



basis for the restriction.
11.3. Disputes arising under this Annex are subject to the dispute resolution and governing law provisions of

the Agreement.
12. Regulatory cooperation
12.1. Company shall cooperate with Customer and with any competent authority to the extent required by

Chapter VI of the Data Act in relation to switching and data portability, and shall provide, on reasonable
request,  the  documentation  reasonably  necessary  to  demonstrate  compliance  with  its  switching
obligations.  Such  cooperation  does  not  require  Company  to  disclose  Trade  Secrets,  Confidential
Information or material protected by Intellectual Property Rights, except to the extent strictly required by
mandatory law.

13. Remedies and liability
13.1. The limitations and exclusions of liability in the Agreement apply to this Annex, save to the extent that

they would be incompatible with a mandatory provision of the Data Act, in which case Article 22.6 of
the Agreement applies.

13.2. A failure by Company to comply with a material obligation under this Annex is subject to the cure period
and termination provisions  of  the  Agreement  and does  not  of  itself  constitute  an incurable material
breach.



EXHIBIT 2 – SERVICE DESCRIPTION

1. Platform Services

I. General description  

The  Platform  is  an  online  service,  accessible  via  a  web  interface  and  via  an  application
programming interface (“API”).

System requirements (for the web interface): The main responsive web interface supports recent
versions of major browsers on multiple devices (Chrome, Safari, Firefox, Edge, Opera). Internet
explorer is not supported.

Safari v9.0 - v12.0 and up (On Sierra, High Sierra and Mojave) Full support guaranteed

Safari < v9.0 Support not guaranteed

Chrome v57.0.2987 and up Full support guaranteed

Chrome < v57.0.2987 Support not guaranteed

Firefox v52.0 and up Full support guaranteed

Firefox < v52.0 Support not guaranteed

Internet 
explorer

All versions Not supported

Edge v40.15063 and up Full support guaranteed

Edge < v40.15063 Support not guaranteed

Opera Opera 2017 and up Full support guaranteed

Opera < Opera 2017 Support not guaranteed

The application will be available in English, French, Swedish (and more to come).

II. User registration and login  

At least one administrative user will be configured during the customer on boarding session. This
administrative user will be capable to create additional users. In the “User Management” module
of  the  system,  users  can  be  created  by  the  administrative  user  and  will  receive  an  e-mail
notification with the invitation to log on to the platform and choose a password. 

III. API description  

Key information and functionalities are accessible via API’s.

The API documentation is available in the support pages of the platform. Additional information
is available upon request to customer support.



2. Data Services

I. Data Analytics & Services  

The  platform  supports  multiple  edge  devices  and  translates  binary  sensor  data  into  human
readable  raw data.  Analyzing,  correlating  and  transforming  this  data  will  turn  the  data  into
information and insights. API’s will provide access to the different levels of data (binary raw
data, readable raw data,  aggregated data…).

II. Platform Administration & Device Management  

All functions & features related to platform administration & device management are accessible
via the Administrator role in the platform and enable the administrator to configure all required
parameters in order to ensure correct functioning of the platform.

3. Limitations related to the Mobile Data Subscription (with Edge Device)

An average of 5MB/ Edge Device / month is included in the overall Services fee. In case the
average mobile data limitation has been exceeded, the additional costs may be charged. 

Mobile Data Subscription volume not used for one Edge Device, can be transferred to another
Edge Device (e.g. if one Edge Device has only used 2 MB, but another Edge Device has used 8
MB, the remaining (5-2=)3 MB of the former Edge Device will be added to the 5 MB of the latter
Edge Device to cover the additional use.

Mobile  Data  Subscription  volume  not  used  cannot  be  transferred  to  a  consecutive  month,
however. Only transfer between Edge Devices is possible.

If  all  monthly  Data  subscription  volume  has  been  used,  Customer  may request  to  purchase
additional volume through a separate order.

4. Additional services

Company may agree to provide additional services to Customer that are currently not provided as
standard Services, such as, without limitation, consultancy services and integration services. Such
additional services must be agreed in a separate agreement. 



EXHIBIT 3 – SERVICE LEVEL AGREEMENT

1. Introduction

This  Exhibit  contains  the  Service  Level  Agreement  (SLA) between Company and  Customer
regarding the Platform. It sets forth each Party’s responsibilities,  defines each Party’s service
levels and outlines the applicable procedures in case of non-compliance.

2. Non-compliance

In case Company fails to meet the service levels set forth in this SLA, it shall:

 Analyse the causes of the failure;

 Determine the necessary corrective measures;

 Take the corrective measures; and

 Report the findings to Customer.

In case of repeated failure to meet the service levels, or when the corrective measures are not
successful, both Parties will organise a meeting as soon as reasonably possible in order to reflect
on positive measures to prevent or mitigate the reoccurrence of such failure. 

3. Availability of the Platform

For the purpose of this SLA:

 Business Hours shall mean 08:30 to 18:00 (CET) during Business Days; and

 Non Business Hours shall mean 18:00 to 08:30 (CET) during Business Days and all hours
during Non-Business days.

The Platform shall in principle be available 24 hours/day and 7 days/week, within the following
availability percentages: 99 %. 

Planned maintenance shall be notified by Company in due time and will not be considered as
non-availability of the Platform for the purpose of this SLA. 

Performance  is  measured  at  Company’s  side.  The  performance  at  Customer’s  side  is  also
influenced by:

 The availability of the data centre, in accordance with the limitation of warranties provided
by the relevant service provider;

 The availability of the services of the telecommunications provider, in accordance with he
limitation of warranties provided by the relevant telecommunications provider;

 Bandwidth usage at Customer;



 Performance of PC’s and other infrastructure with an impact on the connections necessary
for the provision of the Services;

 Type of browser used;

 Other network, hardware and operating system related limitations introduced at Customer

All of the above are considered to be out of Company’s reasonable control.

4. Support

Company provides best effort customer support aiming at:

 Customer support response time: < 48 business hours

 Resolution time for business non-critical issues: < 48 business hours

 Resolution time for business critical issues: < 24 business hours

5. Data retention

Guaranteed data retention during:

 12 months for raw operational machine information 

 24 months for aggregated operational machine information supporting the main functions

 The entire Contract duration of all static, customer specific data.

Upon Customer’s request, the entirety of all data specifically related to Customer and acquired
directly  from  Customer  (either  collected  through  an  Edge  Device  or  as  a  consequence  of
Customer’s use of the Services), will be made available for one-time download. Parties will agree
on a reasonable fee which will be charged to Customer in order to perform this request. The fee
will depend on the exact requirements of the Customer in relation to the download (e.g. which
data, in what format, available for how long, etc.).

6. Business continuity and disaster recovery

Real time back-up and a high-available cloud infrastructure is included in the service assuring
business continuity and availability of the data in line with the Service Level Agreement.


